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Abstract:  

Every person with an internet connection leaves digital traces behind during their activities in 

cyberspace. Sharing texts, Internet communications, photographs, and other files in an Internet 

environment allows, among other things, websites to collect information about us. Currently, the 

identity of persons is being misused, caused using data within the user's digital footprint. It is both 

a digital trace of the user's activity as a natural person and a trace of the user as an employee of 

the company. The article deals with the issue of digital tracks and methods of obtaining data on 

the Internet. 
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Abstrakt: 

Digitálne stopy za sebou zanecháva každý človek s internetovým pripojením počas svojej činnosti 

v kybernetickom priestore. Zdieľanie textov, internetových komunikácií, fotografií a ďalších 

súborov v internetovom prostredí okrem iného umožňuje internetovým stránkam zhromažďovanie 

údajov o našej osobe. V súčasnosti dochádza k zneužitiu identity osôb, spôsobenej využitím údajov 

v rámci digitálnej stopy užívateľa. Jedná sa ako o digitálnu stopu pri činnosti užívateľa ako 

fyzickej osoby, tak stopy užívateľa ako zamestnanca podniku. Článok pojednáva o problematike 

digitálnych stôp a spôsoboch získavania dát na internete. 
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Introduction 

Nowadays, it is the internet age, we are starting to use so-called smart electronic 

devices, which can make our lives easier. Today's children are often better able to 

control mobile and computer devices than adults from the earliest age, so in the future, 

future generations will no longer have the choice of making their lives easier with 

smart devices. They will have to use them because in short, the original will not be 

used as much. With the growing electronics and the use of the Internet, however, it is 

necessary to increase the awareness that the Internet and these devices may not only be 

our helpers, but also adversaries. Karel Čapek R.U.R may no longer be such an 

exaggeration and sci-fi idea, but rather one of the scenarios, and possibilities for the 

next future. It is necessary to deepen knowledge about the cyber world and spread 

awareness from the smallest to the oldest. Many of us still do not realize that our 

privacy, public appearances, speeches, and processes that we make in the Internet 

environment are not unlimited, we take full responsibility for them, and we must be 

fully aware of the environment in which we operate. By using electronic devices with 

an Internet connection, we leave data about ourselves, about our loved ones, about our 

problems, desires, and thanks to it, we can be even hurt, even unknowingly. Natural 

and legal persons can manipulate, use, disseminate and benefit from such acquired 

data. This often happens without our knowledge. On the contrary, it often happens that 

we have given our consent to such behavior but have not been properly acquainted 

with it. The data that we leave knowingly or unknowingly can be used, for example, 

for the business development of companies. A worse option is then causing illegal 

misuse of our facilities or data about us. 

1 DIGITAL FOOTPRINT 

In the field of criminal law, the digital footprint is linked to property crimes, 

public order, and economic crimes. A digital track can be defined as any informative 

value that is stored or transmitted in digital form. A digital track can be considered a 

physical record of intangible information that is encoded in a digital format. From a 

criminal law perspective, this information is crucial as it can be used as factual 

evidence in court proceedings. [1] 

1.1 Distribution of digital tracks 

The basic division of digital tracks can be divided into a digital track that cannot 

be influenced and a digital track that cannot be influenced. Uncontrollable digital 

footprints include computer data, usage of services, internet connection, and the like. 

The emergence of these traces is associated with the interconnection of two computer 

systems. This is, for example, a report of incorrect operating system operations. The 

second possibility is the creation of a digital footprint when using a computer system. 

This may be data stored while using a computer system, in which case it is not 

necessary to pass these facts on. At the same time, the computer system does not have 

to be connected to another computer system or to the Internet. Affectable digital 

footprints include data associated with our conscious use of the Services, as well as 

data that the user voluntarily publishes through social networks, blogs, emails, cloud 

services, and other similar services. In this case, the data is deliberately left behind and 

passed on to someone else. Examples are data on posting a discussion, data on sending 



   

 

 

124 

 

DIGITAL FOOTPRINT AND METHODS OF OBTAINING DATA 

ON THE INTERNET 

Pavel ZAPLETAL, Petra DOSTÁLOVÁ 

 

an email message and posting a photo or video on social networks. Among other 

things, the registration and use of various services in the world of cyberspace can be 

included among the influences that can be influenced. We are talking, for example, 

about social networks, websites, e-mail, and the like. [2] 

The main difference between an influenced and uncontrollable digital footprint is 

that for each of us, it is up to us what facts we want to share with others and thus have 

some control over the information. [2] 

In addition to the two basic groups of digital tracks already mentioned, we could 

identify another type of digital track, namely hypothetically manageable tracks. This 

would include digital footprints left in the networks of large companies such as 

Facebook, Google, and Microsoft. For these companies, the user must agree to their 

terms and conditions before using their services, and as a result, the companies 

themselves obtain a large amount of data about us. They would also include traces 

causally related to an uncontrollable and uncontrollable trace, such as data about us 

published by another person or EXIF metadata associated with the date and time the 

photo was taken, the make and type of camera, and the like. [2] 

To give a better idea of the distribution of digital tracks, I created the diagram 

below (Fig. 1: Distribution of digital tracks). 

 

 

Fig 1: Digital Track Distribution [Own Processing] 

1.2 Ways of obtaining data on the Internet 

In the next part, I will focus on the data left in the Internet environment and the 

ways in which it can be obtained from us. The key here will be the topic of cookies,  

the method of local shared files, the pixel tag, and finally metadata. This is a selection 

of the most important computer data collectors. 
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1.3 Cookies 

Cookies are data stored on the hard drive, through a viewed website. It is not 

software and without our movement in the internet environment, it would be unusable. 

Cookies are used by websites to obtain data about our behavior in cyberspace, 

including re-visiting these sites, repeated clicks on the offered product or service, etc. 

Cookies can not only monitor the frequency of visits, and the way we behave in the 

environment of the website, but they can also process this data, analyze it and thus 

adapt the website so that it is nicer, more pleasant, and easier for us and that we visit it 

again. Even though we may not like this, and it is unpleasant for us, there are currently 

few websites that could be fully used without agreeing or accepting the possibility of 

using cookies in connection with our browsing. On the one hand, cookies make our 

work easier and simpler our life in the Internet environment, but we need to ask 

ourselves at what price this help is provided to us. They allow us, for example, to 

remember our usernames and passwords on individual websites or to purchase goods 

easily and quickly on selected websites with one click. The disadvantage of cookies is, 

among other things, invading our privacy, and affecting our minds, at some stage we 

can talk about manipulating our free choice, and tracking users, which some users do 

not know, do not realize, or are not interested in. However, if we find at least a 

minimum of information about how cookies work, what they can do, how they work 

with us and what they can possibly serve, then these little "helpers" can be against our 

fur. Of course, it is not only possible to view these files negatively, but our task should 

be to find out what we agree with, or at least think briefly before each click and try to 

imagine the possible implications of giving our consent to the processing of these files. 

data. [3] 

We can divide cookies into first-party cookies and third-party cookies. In the case 

of a first-party cookie or primary cookie, the file is stored by the viewed website in our 

internet browser, for use by the data on our next visit to the website. Unlike the 

primary cookie, a third-party cookie is stored on our device by a website that we did 

not visit at all. In simplicity, this is the same result as browsing a third-party website. 

[3] 

We may delete cookies collected on our computer at any time, thus preventing 

their further use. We may even set up a feature on our web browser that will 

automatically delete cookies each time you close that browser, or under other pre-set 

conditions. This would seem to solve the problem, and if we can delete these files, 

there is no need to worry about them anymore. Of course, web browser operators are 

aware of this, so we cannot enjoy this fact for too long, because when we revisit sites 

with previously agreed and subsequently deleted cookies, we will have to re-enable 

cookies or we will not be able to fully use or display the site. Re-approval on all used 

websites will, of course, delay us with each subsequent visit, but most importantly, 

this option is very annoying and so in many cases, the user will stop deleting cookies 

and prefer to accept their use. Cookies usually do not include our personal data. 

However, no one can guarantee that the company that saved the file itself will not 

create a database file that will already contain our personal data. At that moment, the 

company knows about our cookie and when they visit again, there is nothing to 

prevent them from using it to identify us and at the same time store it with the data in 

their database. This is how cookies are often used to obtain data for the collection of 
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detailed information about us and our movement on the Internet. Each website should 

include in its privacy regulations information about whether and how it collects and 

shares data about us. Not everyone is familiar with these regulations, and each of us 

knows how to react when displaying extensive text about the subject matter of our 

privacy and information about us. Of course, the cookies files can be blocked, but as 

mentioned earlier, most sites will force us to renew and reconcile again, otherwise 

they will become virtually useless to us. Our identity or our personal data may also be 

compromised through cookies, as they are able to identify and search for our 

electronic devices on websites where we may have stored our password or entered our 

personal data there in the past. When linking cookies to web bug files, it is possible to 

effectively combine such data into one whole. Examples are the unification of personal 

data entered on the Internet, email addresses and our habits when browsing on the 

Internet. A web bug is a small image placed on a website that is invisible to us as a 

user, while allowing a third party to track and collect data about us, including 

hostname, IP address, operating system name and version, browser and file type and 

version cookies. It is not necessary to block all cookies, this is especially true for first-

party cookies. However, it is important to find a suitable compromise. [3] 

On 17 June 2020, the Office for Personal Data Protection published information 

that the European Data Protection Board had approved Guidelines No. 05/2020 on the 

use of cookies in accordance with Regulation 2016/679 GDPR in May 2020. The 

European Data Protection Board drew attention to unfair ways of requiring consent 

when using cookies, stating that only a move on an open website could not be 

considered consent to the use of cookies according to the above instructions. Users 

must always be able to choose whether to agree to the storage of cookies. [4] 

1.4 Local shared objects 

Local shared objects or flash cookies are a specific type of cookie. The second 

name tells us that they are related to Adobe Flash Player. The difference compared to 

ordinary cookies is that their administration is not handled by a web browser, but by 

the Flash Player program itself. It is thus possible to say that deleting cookies from the 

internet browser we use does not mean deleting flash cookies. Cookies are thus stored 

on the user's computer. The condition for the collection and subsequent use of the 

obtained cookies is the use of the Adobe Flash Player program, which is an add-on 

independent of the Internet browser. Local shared objects can contain more data, even 

entire sentences. [5] 

 

1.5 Pixel tag 

 A pixel tag or web beacon is an image of 1x1 pixels. These are transparent GIF 

images added to a website. The pixel image is invisible, but it is displayed just like 

other images on the Internet. The pixel tag is based on the principle of displaying an 

image from the ad server domain as opposed to a web page displayed from the web 

domain. The ad server can read and record a cookie with a unique ID, augmented with 

the information needed for the record. [6] 
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1.6 Metadata 

The term metadata is defined as data about data. Thanks to metadata, we are able 

to learn information about photos, for example. We are talking here about 

Exchangeable Image File-Format or so-called EXIF data. When the image is taken, the 

camera writes data about the photo. From the photo data, we are able to find out the 

date and time the photo was taken, GPS coordinates, information about the resolution 

of the photo, but also information about what kind of camera it was and what its 

manufacturer is. Metadata for photographs can be found in the properties of the image, 

this applies to the case of the Windows operating system, but for a better overview, it 

is advisable to use various photo editors. Photo editors also make it easier for us to 

search for a specific photo through filters, where we can search for an image, for 

example, with a specific date of acquisition or GPS coordinates. Metadata also leaves 

behind a sent email. The key, in this case, is to provide a so-called email header. The 

email header contains technical information about the email, including its route 

through cyberspace. The content of the header is the main information about the 

sender, recipients, date and time of sending, subject of the email, return address of the 

message in case of unsuccessful delivery, and individual items informing about which 

identification systems the email passed through. In addition to this data, it may also 

contain the IP address of the device from which the e-mail was sent, the coding used, 

and antispam control data. Such data can then be used in criminal proceedings. [7,8,9] 

 

Conclusion 

The processed article is focused on the issue of digital tracks. Companies are using 

our digital footprints to their advantage. In the field of personnel and marketing, the use 

of digital tracks is already common practice. In the Internet environment, we may be 

presented with information that is in the interest of any of the entities. This can influence 

our mind and our attitudes to the benefit of the target entity. On the one hand, the 

Internet environment makes it easier for us to live with our friends and get information. 

On the other hand, it is beginning to bring unpleasant facts such as gradually spreading 

fake news and in the near future also deep fake. People will be increasingly forced to 

verify the reports from various sources and the credibility of commonly traceable 

information will be compromised. It is worth noting to underestimate the security of 

your Internet-connected devices. The basics of cyber security, in general, should begin to 

be included in education in kindergartens, and primary or secondary schools. People's 

internet literacy is important at any age. People are increasingly dependent on the use of 

smart technologies, so they should know not only their pros but also their negatives. As 

the field of information technology develops, so do hackers trying to invent new and 

new ways of attacking. Without a basic knowledge of Internet security, we will be easy 

prey for any attacker, even with minimal experience. People should also take care of 

their safety in their free time. There are several projects or sites on the Internet that seek 

to improve human awareness of Internet threats. Examples are security projects or 

Internet security. 
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